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Who was that masked voter? 

The tally won't tell!
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Plaintext ballots

Risk-Limiting Tallies & Risk-Limiting Audits:

Subset of  ballots
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[3] Risk-limiting tallies :
Propose an RLT technique: Unmask randomly 

selected ballots one at a time until the confidence 

level is met. 

The actual margin Luck of  the draw

Plausible deniability to handle certain corner cases:

unanimous votes

absence of  any votes for certain candidates

signature attacks

[1] SOBA:  RLA techniques

[2] VAULT: RLA techniques using HE scheme
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Risk-Limiting Tallies & Risk-Limiting Audits:

Handling elections with complex ballots

RLT is arguably undemocratic.
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Plaintext ballots Subset of  ballots
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Masked Risk Limiting Tallies : Reveal m out of  k positions

Masked ballots
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Masked Risk Limiting Tallies : Reveal m out of  k positions

Masked ballots
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Decrease the chance of  a signature ballot to be visible

Can be seen as more democratic than RLT

Improve the receipt-freeness compared to RLT
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Towards 

Masked RLT

4- Define new quantitative

measures for the level of

coercion-resistance without

plausible deniability

3- Define new quantitative

measures for the level of vote-

buying-resistance

1- Analyze (simultaneous) 

signature attacks, Using 

methods from coding theory

2- Propose various measures of  

verifiability and coercion-

resistance and investigate how 

several masking strategies 

perform against these measures
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How many simultaneous signature attacks can a coercer launch?

𝒌 = 𝟓 ,𝝋 = {𝟎, 𝟏}

𝒙 = ( 𝟏, 𝟏 , 𝟎 , 𝟏, 𝟎)

𝒚 = ( 𝟏, 𝟎 , 𝟎 , 𝟎, 𝟏)

𝒛 = ( 𝟏, 𝟎 , 𝟏 , 𝟎, 𝟎)

𝒂 = ( 𝟏,∗ ,∗ ,∗, 𝟏)

𝒃 = ( ∗,∗ , 𝟎 ,∗, 𝟏)

𝒄 = ( 𝟏,∗ ,∗ ,∗, 𝟎)

𝑑𝐻 𝑥, 𝑦 = 2 < 𝑑𝐻 z, 𝑥 = 4

𝐻𝑎𝑚𝑚𝑖𝑛𝑔 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒: 𝑑𝐻 𝑥, 𝑦 = {i: 𝑥𝑖 ≠ y𝑖}
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P2P3

P1

Less distinguishable

More distinguishable

How many simultaneous signature attacks can a coercer launch?

𝐻𝑎𝑚𝑚𝑖𝑛𝑔 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒: 𝑑𝐻 𝑥, 𝑦 = {i: 𝑥𝑖 ≠ y𝑖}
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P2P3

P1

P2

How many simultaneous signature attacks can a coercer launch?
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P2P3

P1

P2

How to quantify the effect of  a particular masking strategy on 

individual verifiability?
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Full ballot disclosure

Result Only

1− 𝛿 –Privacy

2− 𝛿 – Coercion Resistance

3- No Deniability

4- Receipt- Freeness

RLT Masked RLT

Measured and Compared  various 

definitions for different masked tally 

method and investigate how several 

sampling/masking strategies perform 

against these measures



𝛿 –Privacy: Game based definition:

𝛿 –Privacy in Masked RLT: ( m out of  k )
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Plausible 

deniability

The original RLT

Vote-buying 

resistance Vote-buying 

resistance

Masked RLT

Plausible 

deniability

Masked RLT

Plausible 

deniability

The original RLT

Vote-buying 

resistance

Plausible deniability &  Vote-buying resistance
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Plausible deniability &  Vote-buying resistance
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An Example:

𝑥 = (𝑥1, 𝑥2, 𝑥3) , 𝑥𝑖 ∈ {0,1}

𝑐𝑜𝑒𝑟𝑐𝑒𝑟 ∶ 𝑥∗ = 0 , 0 , 1 𝑣𝑜𝑡𝑒𝑟 ∶ 𝑥 = 1 , 0 , 0

𝑃𝑟[𝑥1 =1]=𝑃𝑟[𝑥2=1] =
1

2
, 𝑃𝑟[𝑥3=1]=0



From Game Theory Perspective!
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Masked RLT

No Deniability𝛿 – Coercion Resistance𝛿 –Privacy Receipt- Freeness

Conclusion

Future Work

Finding Optimal Strategy When the voter has a relaxed goal allowing to cast a signature 

part or not!

What is the optimal strategy a voter can choose to satisfy the two followings:

 Achieve a high level plausible deniability

 Casting a ballot close to of  her own choice

Define the level of  plausibility  for new RLT  which can guarantee that the  voter always has 

a certain level of  coercion-resistance
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Thanks for listening! 


